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1. Vcionb30oBaHMe Cj1a0bbIX II0JIb30BaTe/IbCKUX IIApoJIell CO34aeT YIrpo3bl
ocylecTBjieHusi arak «rpyoou cwuiabl» (T1110, Brute Force), Kommpomerauumu
yuerHbix 3ammcert (T1586, Compromise Accounts). B mensx mnpemorBpaieHus
YKa3aHHBIX yrpo3 OesomacHOCTM uHGpoOpMAIUM PEKOMEHAYETCS BBIMOJHUTH
cJIefyIoue MeponpusiTusI.

1.1 YcTaHOBUTH MapoOJIbHYIO TIOJUTUKY Ha YpPOBHE OIEepallMOHHOM CHUCTEMBbI
1 06eCIeunTh 00S13aTeNIbHYIO CJIOKHOCTD ITapoJIei.

s onepanyoHHbIX cucrem Windows.

PekoMeHayeTCsT YCTaHOBUTh IOJUTUKY TIApoJiell C MCIOJIb30BAaHMEM YTUJIATBI
gpedit.msc Ha ypoBHe JIOKaJIbHOTrO KomIibioTepa uiau uepe3 Group Policy Object (GPO)
B IoMeHe (B cJIyuae ucnosib3oBauusi Active Directory).

IInst 3amycka pemakTopa JIOKaJbHOM TPYIIIOBOM IOJUTUKM HEOOXOOMMO HasKaTh
coueTaHue KaBuill Ha KiaaBuarype «Win» + «R», B OTKpBIBIIEMCSI OKHE BBECTHU
«gpedit.msc» 1 HaxkaTh KJIaBuiry «Enter».

B oTkpbiBllIeMcsI OKHe pefakTopa JIOKaJbHOM T'PYIIOBOM TMOJUTUKM HEOOXOOMMO
nepeiit B paspenbl «Kondwurypauusi xommbiorepa» - «Koudurypamms Windows»
- «ITapameTpsl 6e30omacHOCTM» - «ITosmMTHKa yUeTHBIX 3ammcein» - «ITomuTrka maposen».

YcraHoButh B pasgene «llomuTuka maposiein» mapameTpbl, IIpeACcTaBJIeHHbIE

B Tabymmie 1.
Tabmmua 1.
ITapameTp 3HaueHue

[Taponb pomkeH oOTBeuaThb TpeboBaHuSIM|Brmtounth —  TpebyeT MuHuMmMyM: 1

CJIOKHOCTU CTPOYHYI0, 3ar/IaBHY10, IUQPY, CIEeICUMBOJI

MwuHuManbHas AjMHA Maposs Pekomengyercst > 15 cumBomoB (10
ymosuanuio — 0)

MakcuMabHbIN CPOK JIeCTBUSI ITapOoJIst 60-90 nHeit (0bOSI3pIBAET MEHSITH IApOJb
NepuoanYeCcKu)

MUHMMAJIbHBIN CPOK AEMCTBUS TTapOJIsSt 1-2 nmHS (uTOOBI M306€kaTh MIHOBEHHOM
CMeHbI Ha CTapbIi1)

WcTopus naponen He menee 5-10 (3ampeljaetr IOBTOPHOE
MCIIOJIb30BaHME)

XpaHuTb TapoJiM, UCIONAb3ysd obparumoe|OTKIIOYNTD (uHaue CYIIIeCTBYeT

mppoBaHe BO3MOYKHOCTb paciim¢poBaTh MapoJib)

IOns mnpuMeHeHMsT HACTpPOeK HeOOXOAMMO OTKpbITb KOMaHAHYIO  CTPOKY
oIrepalMOHHOM CUCTEMbI OT MMEHM aJiIMMHUCTPATOpa M BBECTU KoMaHAy «gpupdate /force»
17151 IpPUMEeHeHMsT HOBOU T'PYIIOBOU MOJUTUKMN.

Ins mpoBepkM TeKyIMX JIOKAJbHBIX IIOJUTUK PEKOMEHAYEeTCS MCIIOIb30BaTh
YTWINTY «Secpol.msc», MJIM KOMaHay «net accounts».



3

JI/1st omepanMOHHBIX CHMCTEM Ha 6a3e Linux.

PekoMmeHayeTcss yCTaHOBUTH TMOJUTUKY Tapojie C MCIoJb30BaHMeM (aiiia
/etc/login.defs mim mopmysen Pluggable Authentication Modules (PAM).

®aiin /etc/login.defs Mcmonb3yeTcsi CMCTEMHBIMM YTWINTAMM, TaKMMU Kak passwd,
useradd, mj1s1 onpenmesnieHnst 6a30BbIX MPABUJI TTOJIUTUKMA.

UTOoObI OTKPBITh YKa3aHHBIN (ailyi HEOOXOAMMO BBITTOJHUTD CJIEAYIOINTYI0O KOMaHIY
B TepMyHaJie (KOMaHIHOM CTPOKM) OIEePaIiOHHON CUCTEMbI:

sudo nano /etc/login.defs.

B orkpseiBiieMcs pemaktope «Nano» yCTaHOBUTbH ITapaMeTphl, IpencTaBIeHHbIE
B Tabnuiie 2.

Tabnuiia 2.
ITapameTtp Hasunauenune PekomMmeH0BaHHOE
3HAYeHMe
PASS MAX DAYS MaxkcumasbHbIN cpok|90
IeICTBUS TIapOJIsT
PASS MIN DAYS MunumanbHoe unciao pHen|l-7
MEXIYy CMeHaMM IapoJIs
PASS WARN AGE 3a CKOJIbKO  JHeu  pmo|7-14
JMCTEUeHMs] CpOKa II0Ka3aTb
npeaynpesxxaeHue
PASS MIN LEN MunumasibHast IjiMHa maposis|15
(He BO BCceX IUCTPUOYTUBAX)
ENCRYPT METHOD Mertop, mmdposauus mnaposnst|SHAS512 min YESCRYPT
(SHA512, YESCRYPT,
BCRYPT)

[Tocne BHeceHMs M3MEHEHMM HEOOXOOMMO COXPaHUTb (aiyi U mepe3arryCTUTh
TepMMHa/I (B HEKOTOPBIX CJIydYasl MOHAZOOUTCS 3aHOBO CO3[aTh II0JIb30BATEJIEN), UTOOBI
IapamMeTpbl TPUMEHUIINC.

@ain Jetc/login.defs He Bcerma rapaHTHMpyeT CTPOTYIO IPOBEPKY TMapOJIbHON
MOUTUKNM. B KauecTBe yCUIeHMS IIPOBEpPKM I1apOJIbHOM IIOJUTUKM PEKOMEHIYETCs
MUCIIOJIb30BaTh  CJedyioliue  Momyaum — «pam_pwquality»  mam  «pam_cracklib»
(B 3aBUCUMOCTH OT OUCTpUOYTHBA).

PacrionoskeHne KoHGUTrypaLyin Moaysen 3aBUCUT OT AUCTPUOYTUBA:

miist Debian/Ubuntu-niogo0oHbIX cucTtem: /etc/pam.d/common-password;

mmss  RHEL/CentOS/Rocky-miogo0HbIx cucteMm: /etc/pam.d/system-auth wm
/etc/security/pwquality.conf.

st IpyMeHeHMsT MapoJIbHbIX MOJUTUK HEOOXOIMMO HO0aBUTh CAEOYIOIINE CTPOKU
B (aiIbl KOHPUTypaLym MOIYIIEN:
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password requisite pam_pwquality.so retry=3 minlen=15 ucredit=-1 Icredit=-1
dcredit=-1 ocredit=-1,

e retry=3 — IOMIBITKM BBOJA Maposisg, minlen=15 — MuHMMaIbHas AJIMHA 1apoJis,
ucredit=-1 — muummym 1 samtaBHas GykBa, Icredit=-1 — mmHMMYM 1 cTpouHast OykBa,
dcredit=-1 — muuumym 1 uudpa, ocredit=-1 — muHumym 1 cnercumbosi.

I RHEL-mogo6HbIX CcMCTeM HAaCTPOKAa MOSKET ObIThb BBITIOJIHEHA Uepe3 YTUJIUTY
«authselect» W py4yHOEe penakTupoBaHue daita KOH(UTypaLuumn
/etc/security/pwquality.conf ¢ aHaJIOTMYHBIMM TTapamMeTpaMu.

st poBepKM AEeMCTBUSI TOJUTUKY HEOOXOAMMO CO3[aTh HOBOTO IOJIb30BaTessl
" TIOMBITAThCS 3a7aTh CJ1a0Oblil MIAapoJib, B Cy4yae OTKJIOHEHUSI CJ1aboro mapoJis, MoJUTUKA
TIpyMeHeHa 1 paboTaer.

Insi  [OTOMHUTENBHOTO  YCWIEHUS  pPeKOMEHIyeTCsl TMPUMEHSITb  MOJUTUKY
OJIOKMPOBKM BXOZa IOC/Ae HeymauHbIX IMOMbITOK. [T 3TOro HeoO6XOAMMO YCTaHOBUTD
ytunutbl  «pam_tally2» wmmm  «pam_faillock» (B 3aBuCMMOCTM OT IOUCTPUOYTHBA)
1 1o6aBbTe B PAM-KoHbUrypauuio cienymoiiue cTpoku, Harpumep ajist RHEL-mogo6HbIx
CUCTEM:

auth required pam_faillock.so preauth audit silent deny=>5 unlock_time=900

auth [default=die] pam_faillock.so authfail audit deny=5 unlock_time=900.

1.2 ObGecrieunTh 3ampeT Ha IOBTOPHOE MCIIOJb30BaHME Iapojieil ITyTeM BeaeHMs
SKypHaJIa MCII0JIb30BAaHHBIX TTAPOJIEN B COOTBETCTBUM C MTapOIbHOM IMOJTUTUKONA.

1.3 Ob6ecmeunThb TIpUMeEHeHe IBYX(MaKTOpHOMN ayTeHTUdUKaIn ILJISE
IPUBUJIETMPOBAHHBIX OJIb30BaTesel MHGOPMaLMOHHBIX (aBTOMAaTU3MPOBAHHbIX) CUCTEM.

1.4 PeanusoBatrh peryJsipHyIO IIPOBEPKY MMapoJiel Ha M3BECTHbIE YTEUKY C ITOMOIIbIO
ytuiut Tuna HavelBeenPwned API min OpenVAS.

1.5 Peanu3oBaTh peryasipHyi0 MPOBEPKY IapoJieli Ha COOTBETCTBME IapOJbHBIM
cioBapssm OpenVAS.

2. OTcyTCcTBHME 00S13aTe/IbHOM ayTeHTU(UKAIMK IJIA JOCTYNA K 0a3aM JaHHbBIX
CO3AeT Yrpo3bl MOJYyYeHNUs HeCAHKIIMOHMPOBAHHOTO AOCTYIIA, YTeUKN 3aIUIIIaeMOoN
uanpopmanuu. B 1meassix mnpemorBpalleHMs] YKasaHHBIX Yrpo3 0e30IacHOCTH
uH(pOpMaIMM PEKOMEHAYETCS BBIMOJIHUTD C/IEAYIOLIEe MEPOIIPUSITHSI.

2.1 OTKITIIOUNTh BO3MOKHOCTb HEABTOPM30BAHHOI'O JOCTYIA B HACTPOMKAX CUCTEM
yrpaBieHust 6asamu maHHbixX (masee — CYBI) (MySQL, PostgreSQL, MS SQL).

Onas MySQL (MariaDB):

HEOOXOAVMO OCYIIECTBUTb IPOBEPKY HaJIMYMSI aHOHMMHBIX II0JIb30BaTeJIei
KOMaHAoM Ha si3bike SQL:

SELECT User, Host FROM mysql.user WHERE User = ";

B CJydyae HaJIMUMSI CTPOK C IMYCThIM 3HaueHueMm «User» TMoaTBepskaaeTcs GakT
HaJIMUMSI aHOHMMHBIX TI0JIb30BaTesIel;
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HeOOXOOMMO YHAJUTh AaHOHMMHBIX Iojib3oBaTeseir CYDB]l komaHmamy Ha SI3bIKE
SQL:

DELETE FROM mysql.user WHERE User = ",

FLUSH PRIVILEGES.

Kpome Toro, HeobGxomumo YyOemuTbCSI, YTO OCTajJbHbIe IIOJb30BaTEIN VMEIOT
yCTaHOBJIEHHbIE IMAapOJIM KOMaH/I0 Ha si3bike SQL:

SELECT User, Host, authentication_string FROM mysql.user.

A Takke OTKJIOUUTb YOaJEHHbIM [OCTYIl OJISI «root»-TI0JIb30BaTessl KOMaHIou
Ha s13bike SQL.:

UPDATE mysql.user SET Host="localhost' WHERE User="root'.

st PostgreSQL:

PostgreSQL 1o yMonuyaHMIO He TOAJepKMBaeT HeaBTOPU30BaHHbIM BXO[,
HO HeIlpaBMJIbHAS HACTpoMKa KoHurypauumu ¢aiia pg_hba.conf MmoxkeT 1OIyCTUTb 3TO;

dann  KoHQUTypauuy HAXOOUTCSI B IOUpeKTOpusix /etc/postgresql/<version>
/main/pg_hba.conf mnn /var/lib/pgsql/<version>/data/ pg_hba.conf;

IJIs1 3armpeTa TMOAK/IoueHus: 6e3 ayTeHTMUKAIMM HeoOXOOMMO 3aMEHUTh CTPOKMU
ClAemyIOLero Buaa, TaK Kak 3HaueHue «trust» paspelllaeT IOOK/IIOUeHMe Oe3
ayTeHTU(UKALMM, HallpuMep:

host all all 0.0.0.0/0 trust
Ha:
host all all 0.0.0.0/0 scram-sha-256;

MOoCJie OCYILECTBAeHMSI 3aMeHbl HeOOXOOMMO BBITIOJIHUTb KOMaHIy Iiepes3aycka
CYBU:

sudo systemctl restart postgresql.

Hns Microsoft SQL Server:

B 1IeJIIX MPOBEPKM BO3MOKHOCTU Bxofa B SQL Server ¢ aHOHMMHBIM MM MYCThIM
naposieM Heob6xonumo moakounThest K SQL Server Management Studio (SSMS);

BBITIOJIHUTh KOMaHAy Ha s13bike SQL:

SELECT name, is_disabled, type_desc

FROM sys.sqgl_logins

WHERE name NOT IN ('sa’);

HalTM y4yeTHbIe 3amucy 6e3 mapoJis, a Takske ¢ obimmy uMmeHamu (guest, test, user,
anon);

OTKJIIOUUTD UM YOQJIUTh HalleHHble yueTHble 3amucy (OTKJIOUeHue IMOJIb30BaTess
npousBoautcss komaHaoun ALTER LOGIN [umsa_nonb3osarenss] DISABLE, ynanenue
nosib3oBaress npoussoauTcs komangoy DROP LOGIN [ums_nonb3osarensi));

OCYILIECTBUTh IPOBEPKY HacTpoukyu ayreHTudukanmmu B CYB]l myrem mpocMoTrpa
B pasmene «Properties» - «Security», uto BbiOpaH peskum SQL Server and Windows
Authentication mode.
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2.2 Ypanutb rocreBble (0011me) yueTHble 3anvcu CYB/I.

2.3 Orpaununth [P-ampeca, ¢ KOTOpbIX BO3MOKEH OOCTYII, C IIOMOIIbIO CPeNCTB
MeyKCeTeBOro 3KpaHMPOBaHUs Wiu MapameTpoB «bind-address».

2.4 Brmountb peskumbl « TLS/SSL» mj1s KIMeHTCKUX coeqMHEeHNNA.

Hiss PostgreSQL:

Heob6xomymo HacTpouThb mmdpoBaHme Tpabuka MeXAY KJIMEHTOM U cepBepoM 6asbl
OAHHBIX ITyTeM BHECEHUS CJIEAYIOIIMX W3MEeHeHMII B KOHGUrypaluuoHHbIe ¢aiibl
CVYDB[I, (postgresql.conf st standalone mnu postgres.yml miis cluster):

ssl: true

ssl_ca_file: /nome/postgres/ssl/root.crt

ssl_cert_file: /home/postgres/ssl/server.crt

ssl_key file: /home/postgres/ssl/server.key

ssl_min_protocol version = "TLSv1.2'

B ciayuae wucnonb3oBanus BHemrHer ayteHTudukaius (LDAP) Heobxomumo
obecrieunth IM@poBaHKE KIMEHTCKMUX TOAKIIOUeHMII K ©6asze maHHbIX (hostssl)
u nogkatoueHuss CYDB]] k koutposiepy nomeHa (ldapscheme=I1daps).

HOas MSSQL:

Heob6xomumo 3amyctutb SQL Server Configuration Manager u mepeiTu B pasmesibl
«SQL Server Network Configuration» - «Protocols for MSSQLSERVER (umeroieiics
9K3eMILJISIP CepBepa)».

OtkpbiB cBoucTtBa «Protocols», Bo Bkiamke «Certificate» BbIOpaTb HY>KHBIN
cepTuduKaT U3 Crmcka.

Bo Bknaake «Flags», yCcTaHOBUTH cjefylolliee 3HaueHMe AJjis1 MPUHYOUTEbHOTO
1MPPOBaHMS BCEX COeMVHEHMIA:

Force Encryption = Yes.

Inst mpyMeHeHMsI YKa3aHHBIX HAacTpoek Heobxomumo mepesanmyctuTb SQL Server
C VMCIIOJIb30BaHMEM 000/I0uKY BbInoyiHeHMs cieHapueB Windows «PowerShell» komaHmoin
Restart-Service MSSQLSERVER (nmeroiiieiicst 3K3eMILIIp cepBepa).

2.5 OpraunmsoBarb ayaut cobbituit focrymna k CYB]I.

His PostgreSQL:

AynouT cOOBITMIT BO3MOSKEH C MCITOJIb30BAHMEM PACIIMPEHMS C OTKPBITHIM MCXOTHBIM
KomoM «pg_audit», HaCTPOEHHOTO B COOTBETCTBMM C pPEKOMEHAALMSIMM pa3paboTuymka
(https://github.com/pgaudit/pgaudit/blob/main/README.md).

s Microsoft SQL Server:

Aynur MSSQL nocrymen gns Bepcuit SQL Server Enterprise m SQL Server
Standard (2016+) 1 Bk/ItoUaeTcsl Ha ypOBHE cepBepa 1 Ha ypOoBHe 06a3bl JaHHBIX.

It BKIIOUEHMS aynuTa Ha YpPOBHE cepBepa HeoOxogmmo 3amyctuTb SQL Server
Management Studio, mogk/IrOUMTHCS K MMerotiemycs ak3emiuisipy SQL Server u nepentu
B pasfesibl «Security» - «Audits».
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Cospgarb SQL Server Audit (ayour-dain wm kypHaa Windows) myTeM BbIiOOpa
«New Audit...» 1 yka3aTb ero napamMeTphbl.

Audit name: Hanipumep, Audit_Server Activity

Audit destination:

File (PexomenmoBaHo. HeobGxomumMo yKasaTb IyTb K JOUPEKTOPUM, HaAIMPUMED
C:\AuditLogs\);

Application log (o Event Viewer);

Security log (Tpebyer 3amyck SQL Server c mpuBunerusmu Generate Security
Audits);

MakcuManibHbIi  pasMep ¢aiyia M poraums  (C YUYETOM  MMEIOIIMXCS
BBIUMC/INTEIbHBIX BO3MOKHOCTEN);

Cosparb Server Audit Specification (cenmmdukannio ayauta) B pasgesie «Security»
- «Server Audit Specifications» mytem Haxkatust Ha «New Server Audit Specification...»
M yKa3aHMs CJIeqYIONIMX TapaMeTpoB.

Name: nanpumep, Spec_LoginAudit

Audit: Bei6upars panee co3manubii (Audit Server Activity).

B 65oke «Actions», HeOOXOOMMO TOOABUTH COOBITUSI ayaUTa C YYETOM TOIrO, YTO
IOJKEH OBITh BKJIIOUEH ayouT YPOBHS cepBepa CJIEAYIONINX OeCTBUIA:

BACKUP RESTORE_GROUP;

SERVER_OBJECT_PERMISSION CHANGE GROUP;

SERVER_PERMISSION CHANGE GROUP;

SERVER_PRINCIPAL IMPERSONATION GROUP;

FAILED LOGIN_ GROUP;

SUCCESSFUL_LOGIN_GROUP;

LOGOUT_GROUP;

DATABASE CHANGE_ GROUP;

SERVER _OBJECT _CHANGE_GROUP;

SERVER PRINCIPAL CHANGE GROUP;

SERVER_OPERATION_ GROUP;

LOGIN_CHANGE_PASSWORD_GROUP;

SERVER STATE CHANGE GROUP;

SERVER _OBJECT _OWNERSHIP CHANGE_ GROUP;

TRACE_CHANGE_GROUP.

Ilns BKIIOYEHMs] ayauTa Ha YpoBHe 0asbl [aHHBIX HeEOOXOAMMO 3allyCTUThb
SQL Server Management Studio, mogK/IIOUMUTHCS K MMeloIieMycst ak3eMiuisipy SQL Server
" TIepeiTy B pasgesbl «Security» - «Audits».

Cosgarb HOBOe IpaBWIO ayauTa myTeM Haskatusi Ha «New Audit...» ¥ HaCTPOMKHU
ero rnapameTpoB:

Audit name: nanipumep, Audit DB_Level
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Destination: File (PexomenmoBaHo. Heobxomumo yKasaTh IyTb K AUPEKTOPUH,
Hanpumep C:\AuditLogs\);

MakcumanibHbI  pasMep ¢aiia U poTraumus (C YUETOM  MMEIOIIMXCS
BBIUVICJIUTEIbHBIX BO3MOKHOCTEN).

Ins co3manmst crienuduKauyy aynura 0asbl JaHHBIX Heobxomumo B SQL Server
Management Studio OTKpbITb 6a3y HAHHBIX, OJISI KOTOPOW YCTAHABJIMBAETCS ayduT.
ITepeiitu B pasmensr  «Security» - «Database Audit Specifications», cosgarb
crienukanuio myTeMm Bbibopa «New Database Audit Specification...» ¥ 3amoJHUTD
eé CJIeIyIONMMM TTapaMeTpamMu

Name: nanpumep, DBAudit ReadWrite

Audit: Audit DB_Level (paHee co3maHHOe)

B 65oke «Actions», HeOOXOOMMO MOOABUTH COOBITUSI ayauTa C YYETOM TOTrO, YTO
OO/DKeH ObIThb BK/IIOUEH ayauT YpOBHS 06asbl JAHHBIX CJIEOYIOIIMX OeMCTBUN
(3a uckimouenuem Bepcuit MSSQL Standart u Express):

DATABASE PERMISSION CHANGE_GROUP;

DATABASE_OBJECT_PERMISSION CHANGE_GROUP;

SCHEMA_OBJECT_PERMISSION CHANGE_GROUP;

DATABASE PRINCIPAL IMPERSONATION GROUP;

DATABASE _CHANGE_GROUP;

DATABASE _OBJECT _CHANGE_GROUP;

DATABASE PRINCIPAL_CHANGE_GROUP;

DATABASE _OBJECT _OWNERSHIP CHANGE_ GROUP;

SCHEMA OBJECT_OWNERSHIP_ CHANGE GROUP.

IInst mpoBepkM pabOThl aymuTa HEOOXOOMMO BBIIIOJHUTH COOBITME (HAIpUMeED,
HEYIAuHYIO aBTOPM3ALMIO) ¥ OTKPBITh SKYPHAJI ayauTa.

B cayuae, ecoim 6bi1 BbiOpaH FILE, To HeoOXOmMMO BBIMOJHUTH CJEOYIOIIYIO
KoMaHy Ha si3bike SQL:

SELECT *

FROM sys.fn_get audit_file('C:\AuditLogs\*.sqlaudit', default, default);

B cimyuae, ecim 6bu1 BbeIOpaH KypHanm Windows, TO HeOOXOOMMO OTKPbITh
cinenytomye pasngesbl Event Viewer:

«Application and Services Logs» - «Microsoft» «SQL Server» - «Audit».

Kpome Toro, Heo6XoamMmMo yoenuThCsl, UTO MpaBa JOCTYIa K AMPEKTOPUSIM KypHaia
aynuta (Hanpumep, C:\AuditL.ogs\) orpaHnyeHsl.
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3. B onepanmonHoi cucreMe Windows MCIo/ib3yeTcsl yCTapeBIUMA ITPOTOKOJI
SMBv1l, KoTOopbIii CO3JaeT Yrpo3bl OCYIIeCTBJIEHMS aTaK, HalpaBJIeHHbIX
Ha IoJIyueHre HeCaHKIMOHupoBaHHOro aocrymna (EternalBlue, WannaCry). B nensix
NMpeAOTBpaleHNsI YKa3saHHbIX Yrpo3 0e30MmacHOCTM WMH(MOpMAIMM PEKOMEHAYETCS
BBIINIOJIHUTD CJIEAYIOIIE MEPOIIPUSITHSI.

3.1 Otkmounts mpotokosl SMBv1 ¢ ucnonb3oBaHmeM OOOJIOUKM BBITTOJTHEHMS
cueHapueB Windows «PowerShell» komanmoir:

Disable-WindowsOptional Feature -Online -FeatureName "SMB1Protocol".

3.2 Y6enuTbCs, YTO UCIOJb3yeTcs poTokoa SMBv2 unu SMBvV3:

s onepauyonHou cucteMmbl Windows HeoOxomuMo:

OTKPBITb 000JIOUKY BbINTOHEeHUs ciieHapueB Windows «PowerShell» ot mmenn
aIMMHMUCTPATOPa ¥ BBECTU KOMaHY:

Get-SmbServerConfiguration | Select EnableSMB1Protocol, EnableSMB2Protocol;

BBIBOJ], pe3yJ/IbTaTa BbIITOJTHEHNSI KOMaH/ bl JOJDKEH OBbITh CIeAYIOIIVM:

EnableSMB1Protocol — False

EnableSMB2Protocol — True (9TO mnoxaTBepsKaaeT MCIIOJb30BaHMEM ITPOKOJIOB
SMBv2 u SMBvV3).

Ins  omepalMOHHBIX cucTeM Ha 6Oase Linux (IIpoBepka, YTO IPOTOKOJI
SMBv1 orkntouén B Samba) Heobxoaymo:

OTKpbITb (aits1 /etc/samba/smb.conf u ybemuTbcsi, UTO yKazaHbl MMUHMMaJIbHbIE
BEpCUN:

[global]

min protocol = SMB2

max protocol = SMB3;

repe3anyCcTuTb Samba KOMaHIOM:

sudo systemctl restart smbd.

3.3 OprannsoBaThb MPOBeEHME PEryJSIpHON MHBEHTapM3allMy CETeBbIX YCTPOMCTB,
Ha IIpeIMeT BbISIBJIEHMSI MCIIOJb30BaHMS IpoTtokosa SMBv1 (Hampumep, ycrapeBiine
TIPUHTEDHI).

3.4 OOHOBUTb WIM M30JMPOBATh YCTapeBIIMe YCTPOMCTBA, MCIIOJIb3YIOII/e
nmpotokos SMBv1.

3.5 OcymiectBuTh (110 BO3SMOXKHOCTM) OJIOKMPOBKY IpoTokoja SMBv1 Ha ypoBHe
CeTu C TIOMOIIbIO CPEeACTB MeEXCEeTeBOro 3KpaHa (Harpumep, OJOKMPOBKOM IOPTOB
137, 138, 139, 445).
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4. B onepaumonHoi cucreme Windows MCIo/b3yeTcsl yCTapeBIIUA HPOTOKOJI
NTLMv1, uTo co3maeT yrpo3bl OCYIIECTB/IEHUS aTaK, HallPpaB/JI€HHBbIX Ha IOTyYeHMe
HECAaHKIIMOHMPOBAHHOIO [0CTymna. B mensx mnpemoTBpalieHMs] YKasaHHbBIX YIrpo3s
0e3omacHOCTH MHPOPMAIIMU PEKOMEHIYEeTCS BBIIOJIHUTD CIeAYIONIe MePOIPUSTHS.

PexomeHyeTCsl YCTaHOBUTD ITOJIMTUKY, OTK/IIOUAIOLIYIO MCIIOJIb30BaHMe ITPOTOKOJIA
NTLMv1, ¢ ucrnonb3oBaHneM yTUINUTHI gpedit.msSc Ha YpOBHE JIOKAJIbHOTO KOMIIbIOTEpa
min uepe3 Group Policy Object (GPO) B momeHe (B ciiyyae MCIIOJb30BaHUs Active
Directory).

Ins 3amycka pemakTopa JIOKaJbHOM TPYIOBOM IOJUTUKM HEOOXOOMMO HasKaTh
coueTaHue KJjaaBMil Ha KiaaBuarype «Win» + «R», B OTKpBIBIIEMCSI OKHE BBECTU
«gpedit.msc» ¥ HaxkaTh KJIaBuiry «Enter».

B oTkpbiBllIeMCS OKHe penakTopa JIOKAJbHOM T'PYIIIIOBOM IOJUTUKM HEOOXOAMMO
nepentu B pasgenbl «Kondurypaumsi xommbiotepa» - «Konbwurypamms Windows» -
«ITapameTrps! 6e3omacHOCTU» - «JIoKasbHbIE MOMUTUKM» - «[lapameTpbl 6€30maCHOCTI».
[Tepeittu B cBomcTBa «CeTeBass 6e30MacCHOCTb: ypPOBeHb IMpoBepky momnmHHOCT LAN
Manager» M ycTaHOBUTb 3HaueHMe NOAUTUKU «OTnpasiasaTth Tojibko NTLMv2-oTBerT.
OrtkasbiBatb LM 1 NTLM».

AHaorMYHbIe M3MEHEHMST BO3MOKHO OCYIIIeCTBUTh Yepe3 3amuch peectpa Windows
HKEY_ LOCAL_MACHINE\SY STEM\CurrentControlSet\Control\LLsa ¢  1mOMoIIib}O
napamerpa DWORD c¢ mmenem LmCompatibilityLevel u 3nauennem or O mo 5, rme
3HAUEHMIO 5 COOTBETCTBYeT 3HaueHue moyuTuku «OTmpasiasath Toabko NTLMv2-oTBert.
OrkasbiBath LM 11 NTLM».

5. Hanuume  yuerHom  3ammcu  «locTb» B JIOKaJIbHOM  rpyIie
«AZMMHMCTpPaATOPbI» CO3JAEeT Yrpo3bl MOJYYeHUSI HeCAaHKIMOHMPOBAHHOIO JOCTYIIA
C TOBBINIEHHBIMM NpuUBWIernsiMu. B mesax mnpemoTBpallieHMsi YKa3aHHBIX YIrpo3
oesomacHOCTH MHGpOpPMAIIUM PEKOMEHAYETCSI BBIIOJIHUTD CIEAYIOIINE MEPOIIPUSITHUS.

5.1 OTK/IIOUNTh YUETHYIO 3amiCh «[0CTh» C TOMOILBIO YTUANTHI lusSrmgr.msc myrem
nepexopa B pasnaen «Iloysib3oBaresn» 1 ymajaeHus MoJIb30BaTesis ¢ uMeHeM «[0CTb».

5.2 Ymaqmuth  Takke  TMosib3oBarenast ¢ uMmeHeM  «[ocTb» M3 TpYIIIbI
«AIMVHUCTPATOPbI», €CJIV OH ObLJT JOOABJIEH.

5.3 IIpoBepuTh UJEHCTBO IIOJIb30BATeJSI B TIPYIIaX BO3MOXKHO C IIOMOILbIO
KOMaH/bI:

net localgroup AIMUHUCTPATOPBI.

5.4 OpraunsoBarb BHeJIpeHe I'PYTIIIOBOM TTOJINTUKH, 3arpenaronien
aBTOMaTMyecKoe foOaBjieH e YUeTHBIX 3aliCell B TPYIIY « ATIMUHUCTPATOPhI».

5.5 OpranmnsoBarh KypHa/JIMPOBaHMe COObITMIA, CBSI3aHHbIX C IOMbITKAMM BXOMA IO
Y4YeTHOM 3aInchbio «I'0CThb».
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6. XpaHeHue Y4YeTHBIX AAHHBIX B OTKPBITOM BUJAE CO3JaeT Yrpo3bl YTEUKHU
ayTeHTU(GUKAIMOHHBIX JAHHBIX. B 1ensax mnpemoTBpalieHMs] YKa3aHHbIX YIpos3
oesomacHOCTH MHGpOpPMAIIUM PEKOMEHAYETCSI BBIIOJIHUTD CIEAYIOIINE MEPOIIPUSTHS.

6.1 3ampeTuTh MOJIb30BaTE/IIM MHGOPMALMOHHONM (aBTOMATU3MPOBAHHOM) CUCTEMBI
XPaHUTDb YUETHbIE JaHHbIE B Paljax «.envy», «.txt», «.ini» 6e3 mmdpoBaHms.

6.2 Vcronp30BaTh OTeUYECTBEHHbIE XpaHWIMIIA TIApoJiell M YUYEeTHBIX JaHHbBIX,
Hanpumep, Kaspersky Password Manager, R-Vision PAM, Cepulludpopm PAM,
KpunrolIpo PAM, MaxPatrol PAM.

6.3 IIpy HEOOXONMMOCTHM TIPUMEHEHMS] YUETHbIX NAHHBIX B CKPUIITAX HEOOXOAMMO
MCII0/Tb30BaTh MlepeMeHHbIe OKPYsKeHMsI, @ He IPSIMOM BBOJI, YUETHbBIX JaHHBIX.

6.4 OrpaHnunTh AOCTYN K KOHMUIYpallMOHHBIM aiiaM, COmepsKalllMM YyUeTHbIe
naHHble, BemeHneM crnmckoB gocryna (ACL) mnas omepaumoHHbIX cucteM Windows mim
C MCIIO/Ib30BaHMEM YTUIUTBI chmod A5t onepauyoHHbIX cuctem Linux.

s onepanuoHHbIX cucreM Windows:

Hanpumep, mis orpanmuennst gocrymna k damny C\App\config.json Heob6xommmo
OTKPBITH 000/I0UKy BbIMoJHEHMsT cueHapueB Windows «PowerShell» ot umenn
aAMMHMCTPATOpPa YAAIUTb BCe CYIIEeCTBYIOIIME pa3pelleHnss KOMaH/I0i:

icacls "C:\App\config.json" /inheritance:r

icacls "C:\App\config.json" /remove:g "Users" "Authenticated Users" "Everyone",;

MpeoCTaBUTh AOCTyN ToyibKO Admin 1 SYSTEM komanpaoi:

icacls "C:\App\config.json" /grant:r "Administrators:F" "SYSTEM:F",

rne F — monubi goctyn, R — TonbKo uTeHMe, /grant:r — 3amelllaeT MpenbiayIine
paspelieHms;

IJI1 YCTAHOBKM (y1ara «TOJIBKO [JIST UTEHUSI» HeOOXOAMMO BBITTOJIHUTh KOMaHIY:

attrib +R "C:\App\config.json".

Hnst mpumenenus rpynmnoBon nonutuku (GPO) B ciiyuae ucrionb3oBanusi Active
Directory ¢ UCIO/Ib30BaHMeM YTUINTBI gPMC.MSC HEOOXOAMMO:

CO37aTh HOBYIO MTOJINTHUKY;

nepentun B pasgen «Computer Configuration» - «Windows Settings» -
«File System»;

n100aBUTh MYTh K Paiyry UM KaTrajory;

HACTPOUTh paspelleHus cienyooimM odbpasoMm Apmvuuucrparopbl M1 SYSTEM —
TIOJTHBIN TOCTYII, OCTAJIbHBIM — 3arlper.

I omepanyMOHHBIX cUCTeM Ha Oase Linux mpaBa [goCTyma HaCTpauBarOTCS
C UCIO/Ib30BaHMeM yTuiautT chmod, chown.

Hanpumep, utobnl ycTaHOBUTH Gaily Biadesnblia U rpynny /etc/app/config.yml
HeOoOXOIMO BBITIOJTHUTH CJIeAYIOIIYI0O KOMaHAy B TepMuUHaJe:

sudo chown root:app /etc/app/config.yml;

yTOOBI YCTAHOBUTH IpaBa Ha UYTEHME TOJIbKO BjIafesblieM HeoOXOAVMO BBITIOJIHUTD
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CJIeAyIOlIyI0 KOMaHay B TepMMUHaJe:

sudo chmod 640 /etc/myapp/config.yml,

rame 640 osHavaet: 6 (rw-) Ajs Biaagesblia (root), 4 (r--) pias rpymmbl (app), 0 (——)
IJISI BCEX OCTa/IbHBIX.

Taxkske BO3MOXKHO CO3[aTh CIEIMaJIM3UPOBAHHYIO T'PYNIy U IPEAOCTaBUTh AOCTYII
K ¢aiury yepe3 Heé IyTeM BbITIOJTHEHUS CJIeOYIOMNX IeCTBUMA.

Co3nmath I'pyIITy, BBITIOJIHUB CJIETYIONTYI0 KOMaHIy B TEpMIMHAJIEe, HAIIpUMeD:

sudo groupadd app.

Ho6aBUTh B T'PYINY HYKHOTO IIOJIb30BaTeJis, BBIMOJHUB CJIEOYIOIIYI0 KOMaHIY
B TepMMHAaJIE:

sudo usermod -aG app serviceuser.

HasHauuTb BiafesblieM Tpymmny mjis Qaia, BBINOJHUB CJeAYIOLIYI0 KOMaHIY
B TepMMHAaJIE:

chgrp app myfile.txt.

PekypcMBHO CMeHMTb Tpynmy mAjasi BceX ¢GaijioB B OUPEKTOPUM, BBITOJTHUB
CIeAyIOIIYI0 KOMaHay B TepMUHAJIe:

chgrp -R app /project.

IOns  obHapyskeHMSI KOHOUIYpalMOHHBbIX  (aijioB, MHOCTYIHBIX MJISI  BCeX
PEKOMEH/TYETCS BBITIOJTHUTD CIEAYIOIIYI0O KOMaHy B TepMUHAJIE:

find /etc -type f -name "*.conf" -perm -004 -exec Is -1 {} \;

I ycumeHus: KOHTPOJSI OrpaHMUeHMs] OOCTyrma K  (aijaM  BO3MOKHO
ucnonb3oBanue SELinux.

[Ipumep orpaHmyeHus [HOOCTyla K KoHpurypaumonHomy damry Nginx
¢ ucnonb3oBanneM SELinux (mys RHEL/CentOS-nono6HbIix cuctem):

semanage fcontext -a -t httpd_config t "/etc/nginx/nginx.conf"

restorecon -v /etc/nginx/nginx.conf.

MOHUTOPUHT M3MEHeHUI TIIpaB [JocTyrna K (aiay BO3MOKHO OCYIIECTBUTH
C roMol1ibio yTu/inTel auditd.

Inast MOHMTOpMHTa HOOCTynma K ¢aiuty HeoOXOAMMO BBIMIOJHUTD CJIEIYIOITYIO
KOMaHIy B TEpMUHAJIE:

auditctl -w /etc/app/config.yml -p war -k config watch.

Ilns mpocMoTpa 3amMCaHHBIX COOBITMII HEOOXOOMMO BBIMOJHUTD CJIEIYIOIIYIO
KOMaH/Iy B TEpMMHAJIE:

ausearch -k config_watch.

6.5 Tlepmonuueckyt MPOU3BOONUTH CKAHMPOBAHME PEIO3UTOPMEB XPaHUMBIX (ajijioB
Ha HaJMuMe B HUX YUETHBIX AAHHBIX C MoMolllbio uHcTpyMeHTOB truffleHog, git-secrets,
gitleaks.
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7. Hanuume  OTKPBITBIX  HEUCIIOJIb3yeMbIX IOPTOB  CO3JaeT  yrpo3y
X MCIIOJIb30BAaHUS 3JIOyMbBIIIVIEHHMKaMI. B 1ensix mpepoTBpalueHyusi yKa3aHHbIX
yrpo3 Oe3omacHocT wuHGpOpMAIMM PEKOMEHAYETCS BBINOJIHUTD CJIEAYIOIIye
MepOIIPUATHS.

7.1 OpraunsoBaTb IpOBefieHMEe  PEryJsSIpHOrO  ayguTa  OTKPbITbIX  IOPTOB
C UCIIOJIb30BaHMeM MHCTPYMEHTOB nmap, netstat, ss.

7.2 Ocy1i1ecTBUTb OJIOKMPOBKY HEMCIIO/Ib3YEeMbIX ITIOPTOB.

7.3 Wcrnonb3oBaTb Aj1s1 OJOKUPOBKM (OTKPBITUSI M 3aKPbITUSI) TOPTOB TMOJIUTUKU
6e3onacHocTtyu (firewalld, iptables, Windows Firewall, bpfilter, nftables).

7.4 OpraunsoBaTb MOHMTOPUHT aKTMBHBIX COEOVMHEHUM ¥ aBTOMaTUUECKOe
OIOBeIlleHNEe aIMUHUCTPATOPOB 6E30IIaCHOCTY B C/TyYae Mog03pUTe/IbHOM aKTUBHOCTM.

8. AKTMBMpPOBaHHBIN aBTOBXOJ II0JIb30BaTejss Ha cepBepe Windows coszaer
yIrpo3y MNO/Jy4eHUS HECAHKIMOHMPOBAHHOTO [OCTYIAa BHYTPEHHMM HapPYyIIUTEIEM.
B 1mensax mpemoTrBpallieHMsi YKa3aHHbIX yrpo3 0e3omacHOCTM MH@opManmmu
PEKOMEHIYETCSI BBIIIOTHUTD CJIEAYIOIIEe MEPOIIPUSITUS.

8.1 OTrimounTh aBTOBXOH Tosib3oBaressi Windows TMyTem ymajeHusl KiIoden
AutoAdminLogon u3 peectpa.

8.2 Ocy1iecTBasAITb MTPOBEPKY KOHDUTYypalMy CJIYKO  yoaJeHHOro JOCTyIia
(RDP, SSH).

8.3 IIpuHyOuTEeIbHO BKIIOUMUTD BBOJ, IIAPOJISl IPU BXOJIE B CUCTEMY.

9. SSH-cepBep paspeiraer BXOJ IO AP0 M HPUBMWIETMPOBAHHBIA TOCTYII
(root), uTO Cco3zaeT yrposy HoJIydyeHMs] HeCaHKLMOHMPOBAHHOro AocTymna. B messix
NMpeAOTBpaleHMs YKa3saHHbIX Yrpo3 0e30macHOCTM WH(MOpMALMMU PEKOMEHAYETCSI
BBIIIOJIHUTD CJIEAYIOIIiE MEePOIIPUSITHSI.

9.1 OTK/TIOUNTH AaBTOPU3AIMIO TMOJb30BaTesel MO MapOI0 U IOCTYM C «HYJIEBbIM»
rapoJieM ITyTeM BHeCeHMsI CenyIonmx u3MeHennn B ¢ai /etc/ssh/sshd config:

PermitEmptyPasswords no

PermitRootLogin no

PasswordAuthentication no.

9.2 ObecneunThb JOCTYI TOJILKO 0 SSH-KI0uaM.

9.3 Orpaanunth [P-ampeca, KOTOpble WMCHOJNB3YIOTCS [JII BXOHAa C ITOMOIIBIO
nouTtuk AllowUsers/AllowGroups.

8.4 OprannsoBaTb MOHMTOPMHI cOObITMI SSH-mocTyma M aHaiu3 IOJTYYEHHBIX
COOBITHIA.

B  omepaumonnon  cucreme Linux  SSH-norupoBaHue  OCYIIECTBIISIETCS
C UCIOIb30BaHMeM YTUINUTBI sshd, a COOBITHS 3aMMChIBAIOTCSI B CMCTEMHBIN SKypHAaJ.

OcHoBHbIe (alyibl, copepsKalye 3aricy COObITUNM TPEeNCTaBIeHbI B TabmIle 3.
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Tabmmia 3.
dainn Ha3znauenue ducTpudyTus
/var/log/auth.log Ayrtentudukaumsi, Bkaouasi|Debian, Ubuntu
SSH
/var/log/secure AHaJIorMyHO RHEL, CentOS, Rocky
(ayrenTndukamms, sudo)
journalctl -u ssh Jlor systemd-tonuta SSHD |Bce systemd-aucTpuOyTuBbI

[To ymonuanuio sshd ocyiiiecTBiseT 3anMuch CAeTYIONIUX COOBITUINA:

yCITellIHbIe ¥ HeyCIellIHble TIOTILITKY BXOAa;

ommbky ayTeHTUGMUKALVM (HEBEPHBIN JIOTMH, IIApOJIb, KJIIOY);

TIOTIBITKY BXO/Ia C OTK/IIOYEHHBIMY TT0JTb30BaTEISIMHA;

MCIIOJIb30BaHMe KomMaHy, sudo, su, scp, sftp.

[Tpumep cTpok B daiute /var/log/auth.log:

Jun 18 12:43:22 server sshd[17245]: Accepted password for alice from 192.168.1.25
port 52914 ssh2;

Jun 18 12:45:00 server sshd[17252]: Failed password for invalid user admin from
192.168.1.30 port 52788 ssh2.

Hactpoiiky ypoBHS 3ammcy COOBITMIA BO3MOXKHO OCYIIECTBUTH ITyTEM BHECEHUS
craenyIonmMx usMeHeHmin B ais koHburypaimn: /etc/ssh/sshd config:

LogLevel VERBOSE.

B kauecTBe [OMOJHUTEIbHBIX YPOBHEN TOMTYCKAeTCs MCIOMb30BaHMeE:

QUIET, FATAL, ERROR — mMuHuMasnbHbie;

INFO — no ymosuanuio;

VERBOSE — Bkitouaer 3ammch Kioueir mpu ayTreHTudukarum (6e3 cammx
KJTIOUelt).

st Toro, 4TOObI NMPUMMEHUTb HACTPOMKM, HEOOXOOMMO BBIMIOJIHUTDH CJIEOYIONIYIO
KOMaHIy B TEpMUHAJIE:

sudo systemctl restart sshd.

s pyuHoro aHasms3a SSH-70roB pekoMeHAYyeTCS MCIOIb30BaTh CJIEMYIOIINE
KOMAaH/Ibl:

grep "Accepted" /var/log/auth.log (/s HaXOXKIEHMST BCEX YCIEIIHbIX aBTOPU3alInif);

grep "Failed password" /var/log/auth.log (masi HaxoKIeHMS BCeX HeyIauyHbIX
aBTOpM3aINiA);

Ilopcuéer konmMyecTBa MOIMBITOK 110 IP:

grep "Failed password" /var/log/auth.log | awk '{print $(NF-3)}' | sort | uniq -c | sort
-nr (1151 oA CcYeTa KOJIMYECTBA IMOIbITOK aBTopu3saruu 1o IP);

[Togcuéer 1o moyb30BaTeIsIM:

grep "Failed password" /var/log/auth.log | awk '{print $(NF-5)}" | sort | uniq -c | sort
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-nr (11 ITOACYeTa KOJIMYECTBA MOIBITOK aBTOPMU3aLMH 110 TIOJIb30BaTeISIM);

Ilnss  aBTOMATMUeCKOrO aHajam3a 3ammcer cobwitmii  SSH  pexkomeHpmyeTcs
ucnonb3oBarh yruanty fail2ban, xkotopast Takke aBTOoMarmuecku Oyiokupyer IP-agpeca
C YaCThIMM OLIMOKaMM BXOZIA.

IOns ycranoBku fail2ban HeoOXOOMMO BBIIOJHUTL  CAEOVIOIIME  KOMAaHIbI
B T€pMMHAJIE:

s Debian/Ubuntu-miomo0HbIX CHCTEM:

sudo apt install fail2ban;

s RHEL-momo6HbIX cucTeM:

sudo yum install fail2ban;

Il HaCTPOVMKM YKa3aHHOTO MHCTPYMEHTAa HEeOOXOOVMMO BBIIOJHUTD CJIENYIOIIe
musMeHeHus1 B dansie koHburypaimn /etc/fail2ban/jail.local:

[sshd]

enabled = true

port = ssh

filter = sshd

logpath = /var/log/auth.log

maxretry = 5

bantime = 3600.

Ins OGonee ryboKOro ayauTa PeKOMEHAOBAHO MCMOJb30BaTh yTwinty Auditd
CO CJIEeMYIOLIMMU TTpaBUIaMM:

auditctl -w /usr/sbin/sshd -p x -k ssh_exec;

ausearch -k ssh_exec.

10. OTcyTcTBME Ha3HAYEHHBIX MPaB AOCTYyIIa Ha (GailyIbl U JUPEKTOPUM CO3TAET
yrpo3dy HuX HECAaHKIMOHUPOBAHHON MoOAM(MUKAIUM JIOOBIMM I10/Ib30BaTe/ISIMN.
B measx mpegoTBpallleHMsI YKa3aHHBIX Yrpo3 0e30mMacHOCTM MHMopManuu
PEKOMEHYeTCSI BBITIOIHUTD C/IeAYIollyie MepOoIpPUsTHS.

10.1 OpraamusoBarb IpOBeOeHME PEryAIPHOrO ayauTa IpaB AOCTyma (¢aiioB
M IOUpeKTOpui (IJIs OIepalMOHHBIX cucTeM Ha 0ase Linux komaumon Is -1, misa
onepaimoHHbix Windows komaHaou icacls).

10.2 Ucnonb3oBaTh OJi1  pasrpaHMueHMs] [OCTyIla IPUHIUIBI  HaMMEHbIIUX
TIPUBUJIET UA.

10.3 Orpannunth nOoCTyll K daiaaM KOHGUTYypaluy, BBIIOJIHSIEMbIM CKPUIITAM
" KypHajaM COOBITHI MHGOPMALMOHHON MHPPACTPYKTYPBI.

10.4 OcymiectButh HacTpoiky ACL 1 HacjegoBaHue MpaB MO aHAIOTUM C ITYHKTOM
5 HacTOAIIMX peKOMEeHIaLuIA.

10.5 OpraumsoBarh peryaspHoe CKaHMpOBaHMe MHPPACTPYKTYpPhl Ha HaaMuue
«world-writable» gupexkTopuit u daios.
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st 3TOrO peKOMeHIyeTCsl MCIoab30BaTh yTuiauty Auditd co criemgyommm
IIPaBUJIOM:

auditctl -w / -p w -k world_write_watch.

Kpome Toro, B KauecTBe JOMOJIHUTEBHOTO MHCTPYMEHTA KOHTPOJISI PEKOMEHIYETCSI
MCIIOJIb30BaTh Lynis.

YcraHoBka Lynis ocCyIecTBiasieTcsl MyTeM BBINIOJIHEHMS CJIeAYIONIe KOMAaHIbl
B TepMMHAaJIE:

sudo apt install lynis.

Ins dbopMupoBaHusl OTUETa MO ayauTy MHAPACTPYKTYPbl C MCMHOIb30BaHueM Lynis
HeoOXOIMMO BbITIOJTHUTh CAEAYIOIIYIO KOMaHAy B TEpMUHAJIe:

sudo lynis audit system.

VYKkazaHHBIM OTUeT OymeT comepykaTh MHbopmalinio o «world-writable» o6beKkTax.
Ins oOHapy>KeHHbIX OOBEKTOB B YKA3aHHOM OTYEeTe HeoOXOmMMO OCYIIECTBUTH
pasrpaHmueHe JOCTyIa B COOTBETCTBUM C IIYHKTOM 5 HACTOSIIMX PEeKOMEHIaLyiA.

11. Hanmnumne B mHGOpMAIMOHHON MHQPACTPYKTYpe HEMUCIIOIb3YEMbIX CJIYKO
M KOMIIOHEHTOB OIEPAIMIOHHOM CHUCTEMBbI CO3JAeT Yrpo3y MX MCIO/Ib30BaHMS
3JIOyMbIIIVIEHHMKaMI. B 1ensix mpegoTBpallieHMsi YKa3saHHbIX YIrpo3 0e30IacHOCTH
uH(pOpMaIUM PEKOMEHAYETCS BBIMOJIHUTD C/IeAYIOLIEe MEPOIIPUSITHSI.

11.1 ITpoBoguTh NepUOANYECKYIO MHBEHTApU3alMI0 aKTUBHbBIX CJTY3KO:

s omepanyoHHou cuctembl Windows pekoMeHOyeTcsl MCIIOIb30BaTh YTUIATY
services.msc, a Takske koMaHny Get-Service 06010ukyM BbITTOHEeHMs ciieHapueB Windows
«PowerShell»;

IJISI ONepanMOHHBLIX CUMCTeM Ha 06aze Linux pexkoMeHAyeTCs MCIOJIb30BaTh
YTWINTY Systemctl, a Takske KOMaHIy TepMMHAJa service --status-all.

11.2 OTKIIOUNTD HEMCIIOIb3YeMbIe CITY>KObI, HarpuMmep, Telnet, FTP, SNMPv1/v2c.

11.3 OcylilecTBUTb HACTPOMKY KOHTPOJIS 3alyCcKa KPUTUMUHBIX CJTYKO, Harpumep,
GPO, systemd.

11.4 OcyliecTBAATh TEPUOANYECKMIA MOHUTOPUHT aBTO3arpy3kuM U M3MEHEHMS
3amyIIEeHHbIX CITYKO.

12. Hammume B uHPOpManMOHHOM MHPPACTPYKType HEMCIIO/Ib3yeMbIX
YUeTHBIX 3amyceil, a TaK)Xe YUYeTHBIX 3aIlyceil ¢ M30BITOYHBIMM IIpaBaMM CO3AAET
yIrpo3y WMX WCIIO/Ib30BAaHUS 3JIOYMBIIIVIEHHMKaMI. B Ieasix mnpemoTBpallieHus
VKa3aHHBbIX Yrpo3 0e30macHOCTM WHMOPMAIUU PEKOMEHAYeTCSI BbINOJTHUTD
CJIeAYIONI/ie MePOIPUSITHUSI.

12.1 IIpoBoauTh mepMOOMUECKYIO MHBEHTAPMU3aIMIO YUETHBIX 3aICeN M OTKJIIOYATh
HEeJCII0/b3yeMble yueTHbIe 3aIiCH.
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s omepanymoHHbIX cucteM Windows:

VMHBEHTApU3alMi0 YYETHBIX 3aICeli PEKOMEHIYETCSI MPOBOAUTD C UCIIOIb30BaHMEM
YTWINTBI net ITyTeM BbINOJHEHNUSI CJeAYIOIeld KOMAaHObl OOOJIOUKM BBIIOJHEHMS
cueHapueB Windows «PowerShell»:

net MM4_I10JIb30BaTeJId,

IOJT TIPOCMOTpPAa BCeX JIOKAJbHBIX II0JIb30BaTejeil HeOOXOOMMO BBIIIOJIHUTH
CJIeIYIONTYIO KOMaHIy 000yi0uky BbinosHeHus ciieHapueB Windows «PowerShell»:

Get-LocalUser;

IOJi1  TPOCMOTpa IIOC/JeQHEro BXOAa IIOJb30BaTesl B CUCTEMY HeOOXOOMMO
BBIMIOJIHUTh  CJIEAYIONIYI0O KOMaHAy OOOJIOUKM BbINOJHEeHUsT cleHapueB Windows
«PowerShell»:

Get-LocalUser | foreach {

$lastLogon = $_.LastLogon
"$($_.Name) - $lastLogon"

}

O MPOCMOTpa >KypHaja coObiTuii  Windows, CBSI3aHHBIX C  YCIEIIHON
aBTOpM3aIel MOJIb30BaTe/Iell peKOMEeHIyeTcsT UCIoab30BaTh koMauay Get-WinEvent min
npocMoTp cobbiTnit besomacHoct Windows (ID 4624 — ycrenHbIin BXom).

Il OTKJIIOUEHMS TI0JIb30BaTe/Iell HeOOXOAMMO BBITIOJHUTDL CIEAVIOIIYI0O KOMaHIY
0060;10uKkM BhITIONIHEeHMS cuieHapueB Windows «PowerShell»:

IJIs1 JIOKAJIbHBIX ITOJIb30BaTesIen:

Disable-LocalUser -Name "UserName";

B cnyuae ncnonb3oBanusa Active Directory:

Disable-ADAccount -Identity "username".

JII1st omepanMOHHBIX CMCTEM Ha 6ase Linux:

MHBEHTApU3alM0 YYETHBIX 3aICeli PEKOMEHIYETCSI IMPOBOAUTD C UCIIOIb30BaHMEM
KOMaHAbl TepMMHajaa getent passwd, KOTopas MOKasbIBaeT CIIMCOK BCEX II0JIb30BaTeJIen
u3 /etc/passwd mwin 1eHTpaIM30BaHHOTO UCTOUHMKA (Hanpumep, LDAP);

IOJIT IIPOCMOTpA JaThl ITOCJEOHEr0 BXOda BCEX IIOJb30BaTesiell PEKOMEHOYEeTCS
MICII0/TIb30BaTh KOMaHIy TEPMMUHAJIA:

sudo lastlog;

IJIST IPOCMOTpA KypHaJIa HeYIauHbIX IMOIMBITOK BXO/la PEKOMEHIYETCS MCIIOIb30BaTh
KOMaHy TepMMHaJIa:

sudo faillog -a;

o TpocMOTpa wuHGOpPMALMM O CpPOKe MOEUCTBUS Iapojisi PeKOMEHOYeTCS
MCII0/Tb30BaTh KOMaHIy TEPMMUHAJIA:

sudo chage -1 username;

IJIST TIPOBEPKM aKTUBHBIX M MPEABbIAYIINX CECCUI IT0JIb30BaTesiell PEKOMEHOYETCS
MCIIO/Ib30BaTh YTUINUTBI Who, w, last.
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Inss  OGIOKMPOBKM YUYETHBIX 3alMCell MCIIOJb3yeTCsl CJIedyiollas KOoMaH[a
TepMMHaIA:

usermod -L <user>.

Inss  OGIOKMPOBKM BXOAA IIOJIb30BATeNsl MCIOJb3YeTCs CJEeOyIolIasi KOMaHaa
TepMMHaIA:

passwd -1 <user>.

st 3ampera shell-gocTtyrma ncnosb3yeTcs ciemyrolas KOMaHAa TepMuUHaIa:

usermod -s /sbin/nologin <user>.

Ins yCcTaHOBKM [HAThl MCTeUYEHMs JIeCTBMUSI YUETHOM 3alMCy Ha «ceifyac»
MICITOJIb3YeTCs CJIeAYIOIIasi KOMaHIa TepMMHaIa:

chage -E 0 <user>.

12.2 IIpousBeCcTy MMHMMM3ALMIO TTOJIb30BATEIbCKUX TPUBUJIETMIA.

12.3 O6ecrieunTh WCIIOJb30BAaHME BBIAEIEHHBIX ITPUBUIETMPOBAHHBIX YYETHBIX
3amMcer OjIs1 aAMMHUCTPUPOBAHMSI MH(POPMAIMOHHBIX (aBTOMATU3MPOBAHHBIX) CHUCTEM,
a TakXkKe peanM3oBaTh 3alpeT MCIOJb30BAaHMSI JISI  OTUX LieJed  OOBIYHBIX
IIOJIb30BaTE/IbCKMX YUETHBIX 3aIIMCE.




