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(1) 9/93 security vendors flagged this URL as malicious C Reanalyze  Q, Search 3% Graph ¢ API

B roaa
HaLWMM KJINeHTaM —
HaYaaV NPUXOANTb

MUCbMQ, CoAepXKallpe  _cror o commr comn

PULLMHIOBYIO oty o sy s 1 et
PACCbINIKY C
BPeOHOCHbIM — —
BJIOXKeHneM. B © vt © iin
Ka )K,D,O M N3 ,ﬂ,a HHbIX G-Data (@ Phishing Kaspersky () Phishing
n1cem eurypmpoBsan O prnws ® prs
NOMeH O poe o e

Acronis ({/) Clean ADMINUSLabs ({/) Clean

http://cloudsecure.live/ Status Content type Last Analysis Date @
cloudsecure.live 200 text/html amoment ago c)

Security vendors' analysis (i) Do you want to automate checks?
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yrnpaBaseT puckamn Apyrux ¢y

Cneumnanunctbl CyberRoot otcnexnsanm B .:
COUMAJIbHbIX CETAX NOJ/Ib30BaTeeN,
npeacTaBAAOLWMX ANF HUX MHTepec.

OHM aHaNN3NPOBAIN KJIHOYEBbIE
XapaKTePUCTUKN aKKAYHTOB NoANMNCYNKOB
N POACTBEHHMKOB 3TUX NOJIb30BaTes1en, a
3aTeM CO3/1aBaiM COOCTBEHHbIe yYeTHble
3aNmMcn, MaKCMMaJIbHO MOXOXXUe Ha HUX.
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34.102.138.120 {2021-01-08 |—b— serverl03.com
- ) "

cyb e rROOt 4P| PEmsE e R | , J}[:ga;i;ignzu{ wed with devinmartin.net in J Ap pl n

y, f 5 2015-03-15
5.180 (2022-05-10} [— follow-ship.com (2014-02-13)
L )

"

(devinmartin.net)

rule UPX_Packer
{
meta:
sid =
description =
reference = "cujo.com/blog/upx-anti-unpacking-techniques-in-iot-malware/"
techniques =
strings:
$s1
$s2 = { 32 2E 30 30 60 55 50 58 }
$s3
$s4 { 9@ 61 BE ?? ?? ?? ?? 8D BE ?? ?? ?? ?? 57 83 CD FF }

$45 =

$46 = { 66 C7 ©5 ?? ?? ?? ©0 75 ©7 E9 ?? FE FF FF }
condition:

uintle(e) ==
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2mblk.com

affliatedomainservice.com

allaboutiot.website

anitmationworldnews.com

anothershortnr.com

o
—

webserveroginusa.com

webserveranline9.com

webserverredirect99.com

youranotherserver.com

Zsrvrer.com
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TPOAHCKNM

OpraHnsauus Appin 3agymbiBanacb Kak , KOTOPbIN BCKOpeEe
cTan MexayHapoaHon opaHLLIn3Oon.

B 2011 roay nocne

B3fnnoMa Ux # Hacked By-TIGERS OF INDIAN CYBER

NHPPAaCTPYKTYpPbI
XaKepCKoUu rpynnupoBKom
T|ge rs of Indian Cyber This Is a lesson to you to secure yourself before securing others we can even hack all your dients and sttop putting backdoors in

your products
Gbina onybnukoBaHa
WE WILL HACK YOU LIKE THIS IF YOU WILL PLAY WITH INDIAN GOV IF YOU DONT KNOW HACKING THEN DONT PLAY LIKE THIS 1ST

I'/IH¢OpIVIaL'II/Iﬂ O LEARN HACKING AND SECURITY THEN ENTER INTO HACKING WORLD AND AND AND MAIN THING IS DONT PLAY WITH THE LIFE OF STUDENTS YOU TAKE
19 HUGE FEE AND TEACH HOW TO MAKE PHISHING PAGES IN NAME OF SECURITY 1! WHAT THE FUCK IS THAT 7
BPEJOHOCHOM

A0eATesliIbHOCTU KOMMNaHUMN.




e ™
5332124956caeBd3dIE67914d1a580d0195
702b333294b1d504a82824cca08e2
(2020-04-06)

- J/

http: 110.110. 1/wpad.dat
110.110.110.1

s
1238ed267c03f15d2ac663a8b60125af13
31f035758b892¢04dbT c654626f &1

€r0 HET B 0DLEM CTIMCHRE
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1df—| foxypredators com (2015-03-15)

52b6e060d9144ad3567135b495293e47ci
541bf775c3a0240fcde 353052169

33da331fabda5a63abof51aad3d5543c1b
60286092391 3aaf6bSb12fbde112e

34.102.136.180 (2021-01-08)

.com (2018-07-21)

kungfu-panda.info (2016-04-13)

69.195.129.72
»—| has been resolved with devinmartin.net in
2015-03-15

cinema@devinmartin.net

3

123456 @devinmartin net

stealth@devinmariin_net

T

keylogs@devinmarfin.net

radar@devinmariin.net

T

devinmartin@devinmartin.net

revolution@devinmarfin.net

T

devinmart@devinmartin.net

reloaded@devinmartin.net

T

lux@devinmartin_net

1c32bfe40b41878a0bd8149dd6553d16¢f
§2e5943acTfe12bd1642444c31ba03

b&1b1f196f9398613ca571513b8%9cd3f5c2
950fbaded 174557de65015cc8737e

32ccd39c2bas369ic022637 11590de4010f
62667b654cd7 1a5bf6da4211e713

samples

1addeea22ab03f48e1826a5210179

bd06934?9df57440bfab33349a362ddeﬂ
creation date 2020

4

33e0850350858317414644a08 1806 1ccd6
efbeSEd72770aTeeB9637 280270654
(2010)

Appin

(devinmartin.net)

95.211.172.143

—)I http:#110.110.110.0fwpad. dat

20.99.154.37

drops
df2edcOc52ale5ede0222/6cbbbf3g433ce
02ce3653aaffa8416b6d04141fd03
(2010)

http:fidevinmartin.net/hidwn/services.exe J

95.211.172.143

¢
has been reselved in 2013-12-18 J‘




TamnanH pas3sBuTuA Ampire SBi2°

YcnoBHble 0603Ha4YeHUa

Prophesic Smart Repute
Analytics Social Mobile
Consuking Analytics Cloud

Approachinfinite Adaptive Control
Computer and Security Global
Security Corp

Appin Overseas

Nova Big Data . Appin Software
Pitd

Analytics Security

5 Mobile Order . . x s 5 Absolute Business
Appin Technology Chemieast Sunkissed . Appin Knowledge Process Holdings Private

Management 2 £
Private Limited Private Limited Engineering Organic Farms Solutions Limited

Appin Overseas
Pltd

_ 2306 Bsnom yueTHbIX MpesenTauy
Bpazuos + 6pasua
+7 oBpasuos oupoua ASHHEIX NAKNCTEHCKIX npYMepoM B370Ma

BMo BMO

HMNHOBHWKOS BusHecmeHa
Sppin AppiD +28 obpasuos + 26 obpasuos Prophesic

Knowledge Sliotpaac Appin Sof}ware Technology DarkBasin ‘ Analytics
> Brno Security g 2 BMo BMo 3
Solutions Private Limited = ; 2 Consulting

B

Approachinfinite Mobile Order . . g Appin Computer

BellTrox ‘ CyberRoot
) Computer and Management

Security Private Limited
. Rebsec Consultance Grp
Gaaras Solutions .
Pag ¢uumHrossix Maxwncran . Adaptive
g Control Security ,
PUsNUecKIX N = | Paccnegosarus Global Corp Analytics
+4 obpasua Reuters, ESET
BNo
. Absolute .
Smart Repute
+5 o6pasuos Social Mobile
BMO Analytics Cloud

Ch Sunk d

Training Institute

Engineering Organic Farms Ratlam

Nova Big Data

Business Process
Holdings Private
Limited

Bznom nH$pacTpyKTyph!
Appin xakepckon
rPYNNMPOBKOA
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MpoaomkeHue cnepyer... Rebsec? @

LinkedIn India
in|

https:/fin_linkedin.com » vish MepesecTu 3Ty CTpaHuLy

Vishavdeep Singh - Amritsar, Punjab, India . —
Vishavdeep Singh. Entrepreneur. Amritsar, Punjab, India. 218 followers 222 ... Rebsec lb;“\l?el'!l}
Services. CEO at Rebsec. Amritsar - Connect - Rahul kumar. Deputy Manager in /

‘,
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